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Why you should screen your customers

Datanomic provides automated customer screening systems to financial services companies and other
organisations such as markets/exchanges, private equity, telcos, airlines, legal firms and Government
agencies that require regular, systematic and ongoing screening of their customers against sanctions,
Politically Exposed Persons (PEPs) and other ‘watch’ lists provided by Government, industry regulators
and commercial OSINT (Open Source Intelligence) suppliers.

Achieving regulatory compliance

Organisations are working toward achieving compliance with national and global regulatory
requirements such as the EU’s 3rd Money
Laundering Directive (EU3MLD), the USA PATRIOT

Act and other global AML, KYC and counter Who advocates customer

terrorist financing regulations. Such regulations screening for Sanctions,
require firms to have effective systems and Terrorism. Proceeds of Crime
controls to ensure that heightened risk entities 2

such as criminals, terrorists, terrorist financing and PEPs?

organisations and others are accurately identified
and reported to the relevant authorities. Some
regulations also require that firms identify and
maintain a register of PEPs within their customer
bases.

In addition to regulatory requirements, current ]MLSG

legislation, for example the UK Proceeds of Crime
Act 2002 and the Prevention of Terrorism Act
2005, make it an offence for organisations to be

i 2
involved in transactions that involve the proceeds % HM TREASURY

of crime or are funding terrorism.

Yet many firms struggle with ineffective processes /——-\
that fail to accurately identify heightened risk FATF+GAEI

entities hiding in their customer bases.

Reducing ‘reputation risk’

Rigourously screening your entire customer base on a frequent basis can alert you to suspicious or
sanctioned individuals and organisations - keeping you clean from both regulatory and legislative
perspectives. Furthermore, purely from a business risk management perspective, knowing which of
your customers are ‘heightened risk entities’ enables you to take the necessary steps to protect your
business, its brand and reputation in the market. Most systems however, fail in one or both of two
critical dimensions for effective Client Screening:

1. They either lack the sophisticated data auditing, data cleansing and data validation
capabilities that are necessary to ensure that inaccurate, erroneous and invalid customer
data is cleansed prior to screening, or

2. They do not provide the advanced matching software algorithms, including powerful fuzzy
matching logic, that are critical to accuracy and the minimisation of false positives.

Requirements for effective screening

Effective risk/compliance management requires rigourous business processes:

Ability to accurately screen against a wide variety of ‘watch’ lists, sanctions lists and PEP lists;
whether provided by the Government, regulatory bodies, central banks, or from commercial
reference data providers such as Dow Jones, World-Check and others. This should include
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processing of internal black lists, white lists and other internally sanctioned individuals and
entities.

Appropriate frequency of screening: enable systematic screening of your customer base at
regular intervals (daily, weekly, monthly, quarterly) or as frequently as your business demands.

Auditing and pre-processing of customer/company data prior to screening: to identify and
remove invalid data, inaccuracies, and clean erroneous data to ensure screening accuracy.

Integrate data from multiple sources. Few firms have all their data in one place. An effective
client screening system must be able to connect to multiple data sources and automatically
integrate different data formats, content and structure from different systems.

Allow segmentation of customers, lines of business. The system should allow for easy and clear
segmentation of different customer sets, books of business, regions/geographies, divisions, brands
or product types. Match rules should be customizable according to different risk factors in
individual lines of business.

Screen yourself. Today, risk comes from the inside as well as the outside. In addition to screening
your customers, an effective system should enable the screening of your employees, agents,
contractors, associates, suppliers and partners. Anyone associated with your business could harm
its brand and reputation.

Deliver strong fuzzy matching capabilities. Perform ‘exact’ and ‘inexact’ name matching using
powerful fuzzy matching algorithms for accurate identification - even where data is misspelled,
incomplete, or sometimes missing. Be tolerant of multinational/linguistic differences in spellings,
dates of birth and associated data.

Eliminate false positives. Too many systems produce mountains of false positives every time the
screen is run, requiring huge effort and waste for Compliance workers. Far greater accuracy than
is provided in typical screening systems is required to ensure that only genuine risk entities are
identified.

Eliminate repetitive rework. Your system should remember your decisions - not produce the same
matches over and over every time you screen your clients. Once you have reviewed a possible
match, the system should remember your decision and not show the record again - unless there is
a change in the underlying data.

Maintain an auditable process. Comprehensive client screening systems will provide a full audit
trail, allowing enterprise reporting of compliance procedures.

Scale according to your business. Your system needs to process data volumes from very small (just
a few thousand records) to extremely large (hundreds of millions of records) with the same rigour,
accuracy, and match rules throughout. Smaller implementations should not be constrained by

systems that provide only limited features with less rigour, accuracy and capabilities. A scaleable
client screening system should be able to run on any size IT hardware - from a desktop to the data

centre.

Why Data Quality is critical

In common with other critical business processes, effective screening relies on data that is fit for
purpose. For Sanctions/PEP Screening this data is principally names, addresses, locations and (in the

case of individuals) dates of birth. For
corporations/entities it also includes company

registration details and other corporate data, plus

data on key executives, stakeholders and even
beneficial owners.

Failure to address data quality as part of a client
screening process will result in a multitude of
problems with both ‘false positives’ and ‘false
negatives’.

False positives cause excess administrative
burden, requiring much effort sifting through
possible matches looking for supporting

DEFINITIONS
False positives

The situation where matches produced by the
system, following subsequent investigation, turn out
to be wrong.

False negatives

The situation where a genuine issue is missed by the
system and is not flagged for attention. This can be
seen as a weakness in the matching solution but in

practice is often caused by poor quality of source
data.
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information or contradictory evidence. Simply put, false positives cost you money.

False negatives however, can cost you your reputation. Failure to identify a sanctioned entity,
criminal, or link to terrorist financing due to errors in underlying data are no defence with regulators
orin law.

Ensuring accuracy in underlying data directly influences the results of any screening solution:

Excessive numbers of False Positives often occur where match rules are unable to cope with poor
quality data. Invalid, incomplete or inconsistent client data undermines most screening systems,
resulting in mountains of repetitive false positives and screening criteria set so loose that the
results are meaningless.

Increased risk of False Negatives due to inaccurate or poorly structured data. Data pollution is a
fact of life in most organisations yet is intensely problematic for typical screening systems. For
example, an entity name stored as “AIR-CON INC. T/A PRIME AIR-CONDITIONING SOLUTIONS” will
not reliably trigger a match against “Air-Con Inc” in systems that are unable to accurately parse
data and execute powerful fuzzy matching algorithms.

Many organizations are unaware of the quality of their data for client screening and lack an
understanding of its completeness, accuracy or appropriateness. For those that are aware, many find
the problems in rectifying poor data quality insurmountable.

To solve this problem, extensive profiling and auditing of your data is crucial; it removes all doubt
about fitness for purpose and identifies problem data that requires standardisation, de-noising, de-
duplication or other data cleansing, validation or improvement to make screening truly effective.

EXAMPLE #1 - UNDERSTANDING & IMPROVING DATA

Cauntry 150 m3.a% 29 16.2% O ey Country field. Data completeness is approximately

Tt Field | WithData | Without Data | Distinct Vaiues [y HeTe We see the results of data profiling the
R P I PV SR 7TV C 84% with 9 distinct country values held.

Country | Count %
Inspecting the country USE &4 35.8 Yalue Count o 1
values, there is poor data United Kingdom 52 29.1 us 82 45.8
standardisation e.g. U.S., 29 6,2 GB ] 33.0
USA and United States are LS. 15 8.4 29 16.2
the same and can _be ) LK - 39 IE 7 3q
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e gl o it e o . ot bl m ik g
Data enhancement is critical.
Here, International Dialling Value Count % %
Codes have been Walue Counk o us 94 52.5
matched/validated against 1SO 44 17 58.6 B 76 425
country codes to provide 1 12 41.4 IE 7 3.9
‘screening ready’ Country data s et L FR 2 1.1

P PSS Sasa.

Standardisation of data plays an important role in driving down false positives - it removes the need
for inexact matching of data fields that can be better matched on an exact basis. Most data is by its
very nature dynamic - new values arrive regularly. IT-intensive programmatic standardisation of data
introduces complexity and time lags into data preparation. Effective client screening systems should
allow for ‘pre-flight’ data standardisation which should be actionable by the Compliance function
itself rather than having to involve constrained IT resources and staff.
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Not all data quality challenges are as simple to remedy as simple field translations however. Two
frequently encountered challenges in client screening are:

1. Over-filled or multi-purposed name data for Individuals and Entities

2. Location, alias or other meaningful information entered into free-format text fields

Common examples include:

“Don Stirzaker (A/C closed)” The business information trailing the name (which may be
relevant for other uses) decreases accuracy in client screening and needs to be stripped from the
data. Such overfilling of data should be systematically remedied prior to screening.

“Mr Adrian & Mrs Sharon Turner” Typical screening systems cannot deal with joint accounts,
multiple names or multiple data artefacts stored in a single field. In this example, for effective
screening this joint account should be parsed into two individual records: one for “Mr Adrian
Turner” and another for “Mrs Sharon Turner” prior to screening.

“Prime Air Conditioning Ltd, FAO Mr Carl Anderson, CEO” Misuse of data fields, where
additional contact data has been added to the company/entity name field. The additional data
should either be stripped or transformed into a new record for an individual (Mr Carl Anderson).
This new individual’s record can then be screened with the same rigour and accuracy as the main
data.

City and other location information is often incorrectly entered into free-format address fields.
Location data is extremely valuable for client screening and if re-structured significantly increases
accuracy, driving down false positives.

EXAMPLE #2 - PARSING INFORMATION FROM UNSTRUCTURED DATA

Note that City information has been entered into multiple fields in the examples below. If a system is not
able to deal effectively with typical data quality problems, common issues such as spelling mistakes/typos
and data entered into incorrect fields, will result in inaccurate client screening.

Address 1 Address 2 Address 3 Address 4

140 Cambridge Science Park

25 Chemin de Bordages 72000(Le Mans] France

33 Park St Southwark

Douglas House 116 Waterloo Strest Glasgow

Innovation House Bredbury Park Way Sko vt Cheshire

25 Savile Row London

Westfield House 4 Mollins Road Westfield umbernauld }
11 Cardale Court Cardale Park Beclwith Head Road Harrngate

e e ek oeh dhhmef, o e fm e ol - AR e e Y n.-—-##‘"ﬂ*-—luh-

Clt\,-' Parse
To rectify this, parsing enables Address 2 Address 3 Address 4 Courk Cambridge
city data to be identified <valid City > 5 Le Mans
anywhere in the client record < <A <valid Ciby = 3 Londan
and accurately parsed into a <A _<hx i 1 Glasgow
specific ‘City’ field. <h> <valid Ciby = 1 Stockport
A= _<A= <An_abr_ <A |avalid Cey=| 1 / London
Note that spelling variations can <N _<h> <valid Ciky = 1 Curnbernauld
be cleansed at the same time. <valid City = <h 1 Harrogate I
A Pk e A o8k A e ek o P et Rt b Kettel"lﬂg
East Kilbride
London 1
EBlackburn }
"~ rulinm . Ay, JF

In summary, the effectiveness of your client screening system is dramatically affected by the
principles of good data quality management. To a degree, the old maxim ‘garbage in, garbage out’
applies as much to the identification of terrorists, money launderers, fraudsters, criminals and PEPs
as for any other enterprise business information.

Addressing data quality should be a fundamental part of all client screening systems, as deficiencies
in data cause poor accuracy, increasing your risk. Compliance and IT staff are too often deluged with
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inappropriate system output, false positives, repetition and rework, which drains resources and
hinders the business. An effective client screening system includes sophisticated data quality
management capabilities to audit and profile incoming data, cleanse, parse, restructure and validate
that data prior to screening. If done correctly, such intensive data preparation maximises the quality
of screening data, enabling the optimal use of phonetic and other data matching algorithms used in
screening.

Datanomic dn:Director Sanctions/PEP Screening
Software

Datanomic’s dn:Director Sanctions/PEP Screening software is an automated screening system that
enables the regular, systematic and accurate screening of your customers, staff, agents, suppliers,
partners - anyone and everyone associated with your business - against any sanctions list, watch list or
PEP database. dn:Director includes robust, industrial-strength data preparation and client screening
capabilities that are widely used in the financial services, telco, Government, retail and other
industries for automated, accurate screening of billions of customer records globally.

How does dn:Director Sanctions/PEP Screening work?

dn:Director solves the headaches involved in managing disparate data. By easily integrating
customer data from multiple sources you will be able to screen customers from any part of your
business, applying common or different screening criteria to different sets of customers,
products/lines of business, divisions, market segments, books of business or brands.

dn:Director

File Edit Processor Execution VYiew Help
CHME S [ XUE 0@ c KR A
Project Brows ] ] Match Process {Individuals) | 1) Match Pracess (Entities) | ]
4 localhast (Neil Matthews)
), My Tssues . s #Advanced Options | Assign Relationship Review
4y 1 Screening - Individuals Fieview Results | Assign Merged Review
o a P;j]ects WView Match Statistics
=M Sanction/PEF Screening Dema .
& Frocess | Sereening - Individuals X
-1} Daka Stores |
- {4 Staged Data Results Browse sening Re &
] Views
=13 Processes @ 7T BELBBE & & Vigwing &ll 7 records
- 5] Combined Analysis ListType = [ T
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Review Status _Entities | Awaling K¥C verification | Surmame Datacleansing | Crime Financial by Country |
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dn:Director enables you to accurately screen customers as well as employees, associates, agents,
suppliers, contractors, partners - anyone associated with your business - using rigourous match
rules - whether individuals or companies/entities.

Data preparation and cleansing is critical to accurate screening. Many organisations underestimate
the requirement and complexity of data preparation, yet it is fundamental to achieving accurate
results. Datanomic’s dn:Director includes the industry’s most sophisticated data preparation and
cleansing capabilities in an easy to understand, easy to configure data management interface.

Tow M-

Reader Profile Dialing Code

Quickstats Profler
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r- = P> Transformed
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B+ Mo data—! Smiirt .
Lookup Country [ T
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= e
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Lot ol S o b A ol et o sl -0 g gl gl o AP sl A PN et G i gl g AR Al i e

Data Preparation - data quality is addressed in an integrated graphical, non-programmatic environment to ensure accurate results

dn:Director delivers extraordinary compliance accuracy. It incorporates powerful, sophisticated
fuzzy matching software algorithms that deliver the most rigourous screening capabilities
available today. An intuitive management console enables business/compliance users to modify
match rules on the fly: easily adjusting thresholds and match criteria to conduct risk sensitivity
analysis or screen according to your own risk based approach.

Rule Given starts with | Given typos | Family sounds ke | Family typos  Country match | ¥OB match | DOE typns;
[/] Date of Birth too different B3 (= B = = B3
[/] Gender mismatch B3 B3 B B B3 B3
[/] Exact name, gender, city, country, DOB i MNone i Mone 1+ i
[/] Exact name, city, country, DOB i MNone i Mone 1+ i
[/] Exact name, gender, country, DOB i MNone i Mone 1+ i
[+/] Exact name, city, country, DOB typos i Mone i Mone 1+ i
[+/] Exact name, country, DOB i Mone i Mone 1+ i
[+/] Exact name, gender, city, country, DOB bypos i Mone i Mone 1+ i
[+/] Exact name, gender, counkry, DOB bypos il Mane & Maone 1+ i
[+/] Exact name, gender, city, country, YOB il Mane & Maone 1+ 1+
[+/] Exact name, gender, country, YOB bl Mang & Maone 1+ 1+ i
[+/] Exact name, city,country, DOB typos bl Mang & Maone 1+ i Few
] Exact name, country, DOB kypos i Mane £l Maone 1+ i3 Few
] Exact name, city, country, YOB i Mane £l Maone 1+ 1+ i3
] Exact name, country, VOB * MNane * Mone 1+ 1+ *
] Exact name, city, gender, DOB * MNane * Mone * * MNane
] Exact name, gender, DOB * MNane * Mone * * MNane
|| Exact name, city, DOB * MNane * Mone * * MNane
= s o e A R B A e AR A

Business rules interface - simple, intuitive, non-programmatic.

Determine your own frequency of screening: with dn:Director you will be able to screen in real-
time, daily, weekly, monthly, quarterly or with whatever frequency your business determines.

Never deal with the same issue twice: dn:Director’s self-learning capability means you’ll deal
with a match once, and once only. No more repetitive rework, reviewing the same matches time
and again. dn:Director remembers the decisions you take and provides a full audit trail of user
actions. It automatically identifies changes in underlying data, alerting you to past ‘no matches’
that require fresh review.

Match Rule Review Status Deecision ser Diake
|Given name typos, Family name, country, DOB [Manually Reviewed [No Match  [Neil Matthews [23-May-2008 15:50:34 |

B L S e e e L et A o Y P

Decision persistence - a reviewed false positive will be suppressed until a change in data or decision time-out.
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dn:Director works with industry-leading reference data providers such as World-Check, Dow
Jones/Factiva and others, plus sanctions, watch lists and PEP data provided by Government
agencies and regulatory authorities. Internal black lists, white lists or other data are easily
included and are screened with the same accuracy and rigour as official Sanctions lists.

dn:Director provides extensive management reporting tools, including graphical displays, results
books, charting tools, 1-click export to MS-Excel, and with 1-click drill-down into underlying data.
The most intuitive business-user interface available today.

Next steps

Datanomic’s dn:Director Sanctions/PEP Screening software provides you with the peace of mind that
means you know that all potential risks are being identified. With dn:Director systematically trawling
through your entire customer base, rigourously and accurately identifying heightened risk entities,
you can be sure of achieving the highest possible standards in compliance and risk management.

About Datanomic

Datanomic specialises in AML/KYC Sanctions/PEP Screening applications and end-to-end data quality
management. It has developed dn:Director, an innovative screening and data quality software system
that can profile, audit, clean, match, transform and screen data of any type, from any source, with
business-application specific real-time error prevention and data compliance solutions. The company
solves compliance, data quality and business process problems for its rapidly growing blue chip client
base across many industries including financial services, telecoms, utilities, health, retail, energy,
automotive, government and engineering. Customers include 3i, Allianz, Barclays, Barclaycard USA,
Citigroup, GAM, Merrill Lynch, Morgan Stanley, NFU Mutual, Skandia, Vodafone and many others.

Datanomic was founded in 2001 and is headquartered in Cambridge, UK.
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